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...Introduction

This book covers Cisco next-generation network security products and solutions. It provides detailed guidance for designing, configuring, and troubleshooting the Cisco ASA with FirePOWER Services, Cisco next-generation IPS appliances, Cisco Web Security Appliance (WSA), and Cisco Email Security Appliance (ESA) with the new Advanced Malware Protection (AMP) integration, as well as the Cisco AMP Threat Grid malware analysis and threat intelligence and Cisco Firepower Management Center (FMC).


Who Should Read This Book?

This book is a comprehensive guide for any network and/or security professional who has deployed or is planning to deploy Cisco next-generation security products, including the Cisco ASA with FirePOWER Services, Cisco AMP for Networks and Endpoints, and Cisco next-generation IPS appliances (including Firepower). Any security professional who manages or configures Cisco Web Security Appliance (WSA) and Cisco Email Security Appliance (ESA) with the Advanced Malware Protection (AMP) solution will also benefit from this book.




How This Book Is Organized

This book is organized into 12 chapters. It starts with an overview of the Cisco next- generation network security products and then dives into design, configuration, and troubleshooting of the Cisco ASA FirePOWER Services module, Cisco AMP for Networks, Cisco AMP for Endpoints, Cisco AMP for Content Security, and Cisco next-generation IPS. This book also provides an overview of the Cisco AMP Threat Grid mal-ware analysis and threat intelligence. The following are the chapters in this book:



[image: Image]...Chapter 1. Fundamentals of Cisco Next-Generation Security

The threat landscape today is very different from that of just a few years ago. Many bad actors are causing major disruptions to enterprises, service providers, and governments with a combination of simple attacks and very sophisticated, well-organized, and well-funded attack campaigns. A large number of these advanced attacks are difficult to detect and remain in networks for long periods of time.

Traditional security products have concentrated on providing high-level visibility into what’s happening in the network and denying traffic at the point of entry. However, bad actors do not carry out advanced attacks at a single point in time. Their attack schemes and campaigns use sophisticated methodologies like encrypted traffic, zero-day attacks, command and control (C&C) detection evasion, lateral movement, and evasion techniques to avoid detection.

Cisco creates some of the industry’s most comprehensive advanced threat protection security products and services. These products and solutions are designed to provide visibility, policy enforcement, and advanced threat protection across a network and the entire attack continuum. This chapter covers the following topics and Cisco next-generation security products and solutions:

[image: Image]...Chapter 2. Introduction to and Design of Cisco ASA with FirePOWER Services

This chapter provides an introduction to the Cisco ASA with FirePOWER Services solution. It also provides design guidance and best practices for deploying Cisco ASA with FirePOWER Services. This chapter covers the following topics:

[image: Image]...Chapter 3. Configuring Cisco ASA with FirePOWER Services

This chapter provides step-by-step guidance on how to set up and configure the Cisco ASA with FirePOWER Services module. The following topics are covered in this chapter:

[image: Image]...Chapter 4. Troubleshooting Cisco ASA with FirePOWER Services and Firepower Threat Defense (FTD)

This chapter provides step-by-step guidance on how to troubleshoot common problems you may encounter when deploying the Cisco ASA with FirePOWER Services module and the Firepower Threat Defense software. The following topics are covered in this chapter:

[image: Image]...Chapter 5. Introduction to and Architecture of Cisco AMP

This chapter covers the following topics:

[image: Image]...Chapter 6. Cisco AMP for Networks

This chapter dives into the Advanced Malware Protection (AMP) for Networks connector. The following topics are covered in this chapter:

[image: Image]...Chapter 7. Cisco AMP for Content Security

This chapter dives into the Advanced Malware Protection (AMP) for Content Security connector. This chapter covers the following topics:

[image: Image]...Chapter 8. Cisco AMP for Endpoints

In this chapter, you will learn the following:

[image: Image]...Chapter 9. AMP Threat Grid: Malware Analysis and Threat Intelligence

This chapter covers the following topics:

[image: Image]...Chapter 10. Introduction to and Deployment of Cisco Next-Generation IPS

The chapter covers the following topics:

[image: Image]...Chapter 11. Configuring Cisco Next-Generation IPS

This chapter covers the following topics:

[image: Image]...Chapter 12. Reporting and Troubleshooting with Cisco Next-Generation IPS

This chapter covers the following topics:
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device name, Cisco ASA appliance, 82
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DFC (device flow correlation), 147, 226, 233, 235
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queue configuration, 303

server connectivity, 198
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See also intrusion events

exclusion sets, 209–211

expert command, 133
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Firepower Threat Defense. See FTD
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monitoring the usage of, 129
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health monitoring, 325–327
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file disposition indicating, 177

file rules for blocking, 110

software for preventing, 10–11
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deleting older updates and, 129

path exclusions, 209, 210

pattern matching, 299

PDP (Packet Data Protocol), 47

performance

intrusion event, 309

NGIPS settings for, 303–305

statistics about, 304
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personal firewalls, 11

phishing emails, 13

PKG file, AMP for Mac, 242

planning NGIPS deployment, 279–280

Platform Exchange Grid (pxGrid), 23
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1-to-1 signatures, 145

advanced analytics, 147

device flow correlation, 147

Ethos engine, 145

indicators of compromise, 146

Spero engine, 145

Threat Grid, 147–148

private AMP cloud, 149–169

air gap mode, 151, 156
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threat exclusions, 209

Threat Grid. See AMP Threat Grid
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