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CCNA Exploration

LAN Switching and Wireless


Configuring STP (Instructor Version)
Objectives

· View the default configuration of the spanning tree protocol. 

· Select and enable the root bridge. 

· Enable portfast on ports connected directly to host devices

· View how these configurations change the way in which traffic is forwarded.

Background/Scenario
The spanning-tree protocol is useful in ensuring that loops do not exist in the network. However, it can introduce increased latency and unintended inefficiencies if left to auto negotiate the root bridge. In this activity, observe how the spanning-tree protocol affects path selection and how that path selection can change based on the configuration of the root bridge. 
Task 1: View the Default Configuration. 

Step 1. Wait for STP convergence to occur. 

Spanning-tree must converge before connectivity occurs on a network. Wait for all link lights to turn either green or orange (green for forwarding, orange for blocking). 

Observation: All ports take equally as long to converge, including those ports that are connected to host devices.

Step 2. Determine the root bridge. 

a. On the Central switches, enter privileged EXEC mode using the console password cisco and the secret password class. 
b. From privileged EXEC mode, issue the show spanning-tree command and observe the output.
Observation: Central is NOT the root bridge. Notice that Fa0/13 is placed in designated forwarding, Gi0/2 is placed in alternate blocking, and Gi0/1 is specified as Root Fwd. Gi0/1 is connected to Switch1.
c. On Switch1, from the privileged EXEC mode, issue the show spanning-tree command.

Observation: Switch1 is NOT the root bridge. Notice that all ports are forwarding, and fa0/22 is specified as Root Fwd. Fa0/22 is connected to SW-B.

d. On SW-B, from the privileged EXEC mode, issue the show spanning-tree command.

Observation: SW-B is the root bridge. This is evident by the line “This bridge is the root”.

Step 3. View how traffic is forwarded based on SW-B as root.
e. Click on the simulation button. The simulation button can be found on the lower right-hand corner of the PT window, behind the Realtime clock.

f. Close the Event List window by selecting the x in the upper right-hand corner, just below the Viewport button. This will allow you to see then entire topology.

g. Notice the Auto Capture / Play button and the Capture / Forward button on the bottom screen of the PT window. Below these buttons is a drop down box with Scenario 0 and Scenario 1. Be sure that Scenario 0 is selected. Scenario 0 is a ping originating from PC-PT E1 and destined to Server-PT Workgroup Server 1. Click the Auto Capture / Play button to view the path that the packet will take to reach that server. When the Buffer Full message appears, click on view previous events.
h. Is the path that the packet took to reach that destination the most efficient path? Why did the packet take that path?

i. Next, in the drop down box, select Scenario 1. Scenario 1 is a ping originating from PC-PT E2 and destined for Server-PT Workgroup Server 2. Click the Auto Capture / Play button to view the path that the packet will take to reach that server. When the Buffer Full message appears, click on view previous events.

j. Is the path that the packet took to reach that destination the most efficient path? Why did the packet take that path?

Step 4. Manually configure the root bridge.

k. Click on the real time button. The real time button can be found on the lower right-hand corner of the PT window, behind the simulation timed clock.

l. Select Central switch. 
m. From the EXEC priviledge mode, enable the central switch as the root bridge by typing the command spanning-tree vlan 1 root primary.

n. Save the configuration with the command copy run start.

o. Select Switch 2.

p. From the EXEC priviledge mode, enable the Switch 2 as the secondary root bridge by typing the command spanning-tree vlan 1 root secondary.

q. Save the configuration with the command copy run start.

Step 5. Enable Portfast.

To speed up convergence, it is also good practice to enable portfast on ports that are known to connect to servers and workstations. When an interface is configured with portfast, the STP for that port assumes that the port is not part of a loop and immediately moves to the forwarding state and does not go through the blocking, listening, or learning states. For this exercise, enable portfast on ports that are connected to servers.

r. Click on SW-A

s. Using the interface range command, enable portfast on ports Fa0/1 – Fa0/4. Additionally enable portfast on the port connected to Workgroup Server 2 (Fa0/13)

Example: 

Switch(config)# interface range fa0/1 – fa0/4

Switch(config-if-range)# spanning-tree portfast
Switch(config-if-range)# interface fa0/13

Switch(config-if)# spanning-tree portfast

t. Save the configuration with the copy run start command.

u. Repeat steps a and b on switches SW-B, SW-C, SW-D, SW-E, and SW-F. In addition, on switch Central, enable portfast on port fa0/13

v. Once you have completed the configuration, click the button “power cycle devices”. This will reboot all devices and allow you to watch the spanning-tree convergence. Be sure that you saved all configurations before rebooting devices.

Step 6. View how traffic is forwarded based on Central as the root.

w. Click on the simulation button.
x. Close the Event List window by selecting the x in the upper right-hand corner, just below the Viewport button. This will allow you to see then entire topology.
y. In the drop down box, select Scenario 0. Scenario 0 is a ping originating from PC-PT E1 and destined to Server-PT Workgroup Server 1. Click the Auto Capture / Play button to view the path that the packet will take to reach that server. When the Buffer Full message appears, click on view previous events.
z. How has the path changed? Is the path more efficient? Is there more efficient paths available?
aa. Next, in the drop down box, select Scenario 1. Scenario 1 is a ping originating from PC-PT E2 and destined for Server-PT Workgroup Server 2. Click the Auto Capture / Play button to view the path that the packet will take to reach that server. When the Buffer Full message appears, click on view previous events.
ab. How has the path changed? Is the path more efficient? Is there more efficient paths available?
Step 7. Reflection.

ac. How does specifying the root bridge affect efficiencies in the network? Changing the root bridge affects how packets are forwarded. With the root bridge, all ports are placed to forwarding. Whereas on other switches, certain ports may be placed in blocking, preventing traffic from taking the most “efficient” path.

ad. What are some factors that may be important to consider when selecting the root bridge? The decision varies on several factors. In this case, Central is the connection to the Internet and the Workgroup Server 1 and may be the most important or commonly accessed path for all devices. In addition, the speed of the connections to Central is Gigabit, versus Fastethernet. So packets taking that path have faster connection times.

ae. In this topology there is only one VLAN and 1 root bridge. There is a separate instance of spanning-tree for each VLAN. How can specifying multiple VLANS and different root bridges for each VLAN improve efficiency? If there are several devices that must reach a specific server, such as workgroup server 2, it is possible to place all of these devices and the server in a separate VLAN. The root bridge for that VLAN can then be specified based on the most efficient path to reach that server.
af. How does enabling portfast increase efficiency in the network? The STP for that port assumes that the port is not part of a loop and immediately moves to the forwarding state and does not go through the blocking, listening, or learning states. For a switch that is newly connected to the network, this means that host devices connected to portfast enabled ports will be able to start sending and receiving traffic immediately.
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