Multi-User Activity: ACL Requirements
External Network Requirements:

1) Permit the management host with the IP address 10.100.1.1(located on the external   network) to access, including ping and telnet, any host on the internal network. 

2) All other ping and telnet traffic from the external network to internal devices should be denied.

3) External html traffic should be permitted to access Ext Web Serv.

Any other external traffic to the Ext Web Serv should be denied.

4) All established traffic (traffic from the external network in response to a request from a host on the internal network) should be permitted.

5) All traffic originating from the external network 10._.2.0 (the second value will vary depending on the number of students participating in the multi-user activity.  Examples include: 10.1.2.0, 10.20.2.0, 10.30.2.0, 10.40.2.0, 10.50.2.0.) should be able to access Int. Web Serv with html traffic only.

6) All other external traffic to the Int Web Serv should be denied.

6) All external EIGRP traffic required to ensure routing should be permitted.

7) All other external traffic should be denied.

Internal Network Requirements:

1) All internal html traffic to the Ext Web Serv should be permitted.

2) All traffic originating from the external network 10._.2.0 (the second value will vary depending on the number of students participating in the multi-user activity.  Examples include: 10.1.2.0, 10.10.2.0, 10.20.2.0, 10.30.2.0, 10.40.2.0, 10.50.2.0.) should be able to access Int. Web Serv with html traffic only.

3) All internal traffic originating from the 10._.2.0/24 network (second value based on internal network number) should be able to access Int Web Serv with all services. 

3) On the 10._.4.0/24 network, only host 10._.4.2 (second value based on internal network number) should be able to access Int Web Serv with all services

4) All other internal hosts on the 10._.4.0 network should be able to access the Int Web Serv with html traffic only. 

4) All other internal traffic should be denied access to Int Web Serv. 

5) All other internal traffic destined for internal hosts (including ping, telnet) should be permitted.
